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Abstract 
In future the engineer and IT world will grow together. Networking and linking of information from the physical production and the 
digital world enable an optimization in manufacturing. Within the research project Virtual Fort Knox at the Fraunhofer IPA in 
Germany, a federative, secure and cloud-based platform for distributed service-oriented applications in plant operation is 
developed. The challenge is to establish a platform for the manufacturing to improve data processing and intelligent, cooperative 
networking. Data and information have to be saved, read and used on a flexible, simple and scalable way. This paper presents our 
research work in developing the platform by the description of the transformation process to the networked factory. The main 
aspects are consistent, integrated security across all components, community cloud for IT-decentralization respectively data, 
cooperation and competence distribution. 
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1. Introduction 
The social megatrends such as demography, 
urbanization, individualization, globalization and 
sustainability have great impact on manufacturing 
enterprises [1]. Product and production lifecycles are 
shortened, although the variance in the product 
architecture is still rising. Workflows are becoming more 
flexible and dynamic [2].  
Only the factories which realize these factors as well 
as respond to these influences are able to prevail in the 
future. In comparison to the competitors in the market 
factories with individual adaption to the respective 
required circumstances stay pioneers on their fields [3]. 
Especially the development of internet, communication 
technique and new generations of computer trigger the 
transformation from traditional production-oriented 
manufacturing to service-oriented networked 
manufacturing as well as cloud computing [4]. In spite 
of this serious change in manufacturing the potentials are 
mostly untapped by companies. 
Along the lifeline of a typical physical product, no 
step of a products lifecycle is without any digital 
support. From the creating an idea, developing the 
design, product planning, production and use, life of a 
product is definitely influenced by sorts of software tools 
[5]. One characteristic trait of all digital tools is the 
absolute dependence on information input, before they 
can fulfill their designated tasks. That means, before a 
tool can start to successfully perform its tasks, it needs to 
get in contact with reality. The digital nature of these 
tools involves that all usable input must be digital [6]. 
Therefore the challenge is to connect the real 
production with the digital world [7]. This article shows 
a holistic approach for linking the resources of the 
production with the required and necessary software 
components. Hereby the focus is to decompose existing 
digital tools such as MES, ERP, PLM or SCM according 
to their completed functionalities as well as the 
developing of new manufacturing applications. Crucial 
is to define the smallest possible functional unit in order 
to combine them in different ways. 
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2. State of the art
Today IT tools are ubiquitous in nearly all economic
sectors. According to the current monolithic and rigid
digital tools the requirements are hard to satisfy. The
implementation effort for new systems and the
associated costs must be reduced, so that even small and
medium enterprises can bear this burden [8].
Thereby different approaches already exist to support 
the manufacturing processes. These concepts focus on 
simple applications to simplify the work of engineers
and technicians by decomposing the current monolithic
and rigid digital tools into different functionalities [9].
The applications so-called engineering apps are offered
on an advanced engineering platform for production to 
provide digital tools for the real production environment 
[3]. However, these approaches consider less the
architecture and composition of digital tools in detail.
Fig. 1: Intelligent networked production.
Further approaches such as resource service
composition in cloud manufacturing for the increase of 
software flexibility [10,11] or the multi-view model for 
cloud manufacturing [12] illustrate the architecture but 
focus less on the user front-end respectively the 
customer application market-place and the concept of 
the involved roles. Particularly the operation model of 
service-oriented architecture as well as private and
public cloud is examined [13], although the interaction 
between manufacturing enterprises and service provider 
is crucial for the innovative progress of community
cloud solutions.
This article focus on the combination of the different 
approaches by regarding service-based structure of 
applications, the development of a community cloud-
based platform and the interaction of platform actors.
3. Holistic approach
Based on the idea of cyber-physical systems [14] and 
cloud technologies [15] the aim of the holistic approach
is the intelligent networking of production resources
with the decomposed digital tools. On the one hand the
rigid production change to the changeable production, on 
the other hand digital tools are separated in function-
oriented software solutions. By linking both the
intelligently networked production is realized (Fig. 1).
According to this a service-based platform for 
manufacturing is one of the possibilities to ensure the
link. By offering the software as a service resources such 
as machines, products or worker are able to exchange 
information and data bidirectional.
4. Cloud-based platform
The Virtual Fort Knox platform consists of different 
necessary components. These include the cloud-based 
data distribution, security and applications for 
manufacturing [16].
The main idea is to simplify the use of digital tools
for small and medium enterprises. In each case few 
functions are grouped into manufacturing applications
and are offered in a specific marketplace as numerous
services for simplified access and distribution. 
4.1. Platform
The platform based on a service-oriented architecture 
allows to provide both services (S) and aggregate
services (AS) for the production environment in addition 
to the basic functional activities of the IT components
(Fig. 2). These services communicate with each other via
the so-called manufacturing service bus (MSB) as a 
standard channel.
They can be used by the different roles in manufacturing
enterprises in the form of manufacturing applications on 
stationary and mobile devices. In this context, 
standardized interfaces are used to connect real data
sources such as machinery, external IT systems or cyber 
physical systems with own intelligence.
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Fig. 2: The Virtual Fort Knox concept of platform.
In principle the roles of the platform can be
distinguished between the user and enablers.
From a user's perspective (manufacturing enterprise):
Today, individual IT applications such as self-
programmed solutions, e.g. excel-versions for the
planning and control, work scheduling, error analysis,
and the like can be used in manufacturing companies.
Generally these cause high development costs for each
individual development. In future similar solutions get 
standardized and are offered as service applications on 
the platform. A considerable relief of enterprise IT, and 
an extension of useful digital tools for the daily work 
should be recognized.
From the perspective of enablers (software 
enterprise): The software enterprises act in the whole
concept of Virtual Fort Knox as a service provider. The
example, a comparison of machine data and plan data
shows the advantages of the platform. In addition to 
individual services aggregated services can be generated
by existing or new services to new products
independently of the software developers. According to
the example the software of logging and analyzing 
machine data indicates real-time data, while the software 
for data collection records plan data. As a combination 
of both software solutions a new service is produced in 
order to increase the process transparency.
4.2. Security
The security management for applications is one of 
the core components of the platform conception. 
Furthermore, the community cloud which enables the
cooperation of various enterprises and organizations,
requires a completely safe technology that protects data 
and information in any possible way. Merely by the 
detailed research of the safety technology the necessary
trust and acceptance can be built among the different 
roles.
The security concept of the Virtual Fort Knox
distinguishes between various areas. These include the 
following aspects:
Physical security and availability of IT systems
- Access control, protection from theft or tampering
of physical servers
- Protection against harmful result of natural disasters
(flood, earthquake, fire, power outage)
- Protection from interference due to hardware failure
(power supply crash, hard drive crash)
- Protection against failures of administrators
(disease, fluctuation)
Network security
- Access control (identification, authentication,
authorization)
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- Protection against manipulation of the services
themselves and the Administration Software
- Protection against intruders and data theft
Software security
Protection against unauthorized access and
manipulation of services, data and administration 
software (casing and encryption of services; execute
permissions all platform roles)
Data security
Protection from non-legitimate access and 
manipulation (access rights)
Reliability
A guarantee for a basic functionality of the Virtual 
Fort Knox, despite the failure of individual 
components, for example through insolvency of 
individual providers
By taking into account all relevant security aspects, 
the acceptance and trust of manufacturing and software
enterprises will be created.
5. Service-oriented manufacturing applications
In the following an implementation scenario enables
to clarify the advantages of the Virtual Fort Knox
compared to the traditional concept of software
applications in today´s enterprises. The scenario deals
with the description how to increase the efficiency of 
data processing and analysis. The new aspect is to
combine services as an aggregated service depending on 
the requirements of the customer. Different customer are 
able to get the same, inexpensive service in the form of a 
manufacturing application be accessed through a
stationary or mobile device.
Fig. 3: Traditional approach for data processing and analysis.
In this case three software components are selected as
a service in order to present the differences of both 
approaches. This includes a software for logging 
machine data, second a software for logging machine
data and third a software for logging operating data.
5.1. Traditional approach for data processing and 
analysis
Summarized, in the traditional approach the users 
collect data from its current production machines and
they can view the reports on stationary or mobile 
devices. In comparison to the future approach of the 
Virtual Fort Knox the machine data are not saved on the
cloud-based platform but collected by the in-house IT
infrastructure. Thus, the hardware and software are 
usually still insourced (Fig. 3).
Here, the small and medium enterprises (SME) need
their own IT administration as well as the required
infrastructure (hardware such as servers, software, and 
infrastructure). Annually license payments for each 
software solution are due regardless of the degree of use.
Besides traditional software architectures are usually
monolithic structured. Because of this the extension of 
the functionality can only be achieved by substantial 
monetary and time costs. In the case of additional 
production capacity such as machines new data sources 
expand the IT infrastructure. For that it might be
necessary to increase the hardware and software
infrastructure as well.
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5.2. Future approach for data processing and analysis
The benefits of using the federative, secure and
cloud-based platform for SMEs are presented by the
following implementation scenario.
The Virtual Fort Knox provides the foundation for 
secure, flexible, affordable and individually tailored to
the customer IT solutions. In the following the
participants of the implementation scenario are
introduced (Fig. 4):
Fig. 4: Future approach for data processing and analysis.
First, the manufacturing enterprises who would like
to discover the optimization potentials in their value
chains and distributed production by logging and
analyzing machine data. At the same time they want 
to reduce their expenses in the IT infrastructure.
Second, the IT service providers of special software
solutions for manufacturing enterprises whose interest 
it is that the developed software will be used as
profitably as possible. On the one hand there is the
provider of the software for logging and analyzing 
machine data, on the other hand the provider of the 
software for logging operating data.
Third, the provider of the necessary IT infrastructure
in terms of hardware such as computing capacity and
storage, and various software components, which are 
assembled for the developing of the platform of the
Virtual Fort Knox.
Unlike the traditional concept, the IT infrastructure is 
no longer completely located with the manufacturing
enterprises. By the connected adapters the machines
communicate via internet with the present software as a
service in the platform. The user obtains the information
about its machines still on the output medium of their 
choice. Thus, the user falls off the effort to provide for a 
suitable IT infrastructure and to maintain it. 
Furthermore, the user enjoys the opportunity to pay for 
the software and hardware based on the data volume and
to avoid standard costs.
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 Due to the service-based deployment in the platform 
the software provider are able to offer their solutions to 
several manufacturing enterprises they have never 
contacted before. Furthermore, different software 
provider can work together by forming new software 
solutions on the platform. According to the 
implementation scenario the services S1, S6 and S7 are 
combined to the aggregation service AS2. This 
aggregation enables the development of a manufacturing 
application with added functionalities. While S6 and S7 
deliver the necessary machine and operating data AS2 
can be used for the comparison of both as an analysis 
service of production data. Thereby S1 is also expended 
by the analysis of production data in order to increase 
the transparency of the daily production process. Thus, 
the linking of different services ensures an effective 
value so that manufacturing enterprises use their data 
optimally. 
6. Conclusions 
Consequently the challenge is to establish a platform 
for the manufacturing to improve data processing and 
intelligent, cooperative networking. Data and 
information have to be saved, read and used on a 
flexible, simple and scalable way. 
The Virtual Fort Knox has a great potential to 
respond to the challenges to support the processing and 
operation of factories by digital tools with regard to the 
future work of engineers and technicians in the 
manufacturing. The increasingly collaborative and 
mobile operations in the field of manufacturing require 
more and more to focus on the digital factory. The 
Virtual Fort Knox shows an approach as an environment 
that addresses these issues and just combined these in a 
complete concept. For that, technologies such as cloud 
computing and mobile apps are used and adapted to the 
manufacturing requirements. 
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